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Veeam Service Provider Console: Easily Configure SSO with Azure Active Directory

Azure Active Directory (Azure AD) is a popular identity service that is leveraged

by numerous organizations around the world. This step-by-step guide will save you
time and simplify the procedure when configuring single sign-on (SSO) with Azure
AD in Veeam® Service Provider Console.

To start working with Azure AD, you will need In our case, we will configure the identity
to configure the following: provider to authorize the users according

to the following rules:
« Basic settings to add a new identity g T

provider in Veeam Service Provider Console. » The users belong to the service provider

company (named My Company).
+ Claims in Azure AD and the first mapping pany ( y pany)

rule in Veeam Service Provider Console  The users from the Support department
to perform test login. should be able to authorize with portal

. . administrator role.
« Mapping rules for different user roles

in Veeam Service Provider Console. * The users from Operations department should

be able to authorize with read-only access.

Basic configuration

1. In Azure AD, open the “Enterprise Applications" tab.

Home > Enterprise applications

] l%r\vterpris’e ?Pelications | All applications %
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Veeam Service Provider Console: Easily Configure SSO with Azure Active Directory

2. Press "New Application.” You will see a suggestion to select the application from the gallery
or create your own application. Press “Create your own application.” Input the name of your
application and specify it as a non-gallery application.

Home > Enterprise applications

Browse Azure AD Gallery

Create your own application x

&7 Got feedback?

50) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuilt ter

Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
aws ) (5 SAPg
Google Cloud g

On-premises applications

e Application

D Federateds50 @ Provsioning

Featured applications

3. Open Veeam Service Provider Console Ul and proceed to the tab Configuration -> Security ->
SSO. Press "New -> Custom” to add the new identity provider. The first step of the wizard will
be opened. Input the application name you've specified on the previous step to the “Client
ID" field. Specify display name for this provider. The display name will be used to refer to this
provider on the Veeam Service Provider Console side. Do not close the wizard.

4. Go back to Azure AD UI. Open your application and proceed to the Single sign-on tab.

ome > Browse Azure AD Gallery

i VSPConWEB | Overview %4
? Enterprise Application

i ovenvew Properties

1 Oeployment pan

Manage

11! Properties

& own -
ObjectiD @

&, Roles inistrators (Preview) b009cb52-1€70-40df-b3a7-... D
2 User ps .

Getting Started
?

i

What's New

ﬁm Delete Application has moved to Properties
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5. Select SAML as a single sign-on method. SAML-based Sign-on options will be opened.

Home > Enterprise applications > VSPConWEB

VSPConWEB | SAML-based Sign-on X
Enteprise Applicatio

6. Copy the App Federation Metadata URL. This URL will be used for configuration
on the Veeam Service Provider Console side.

7. Go back to the Veeam Service Provider Console Ul. Input the App Federation Metadata URL
you've copied on the previous step to the Identity Provider URL field.

8. Click "Create Link" to create SP entity ID URL and Assertion Consumer URL.

9. Copy SP Entity ID URL and go back to Azure AD.

10. Press Edit on the Basic SAML Configuration widget.

11. Azure AD will show the default value for the "“Identifier (Entity ID)" field. Input
the previously copied SP entity ID URL to the textbox for the “Identifier (Entity ID)"
parameter. Mark your link as the default and then remove the old link created by Azure AD.

12. Go back to Veeam Service Provider Console and copy the assertion consumer URL.
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Veeam Service Provider Console: Easily Configure SSO with Azure Active Directory

13. Switch to Azure AD and input the copied link to the textbox as a new value for the “Reply
URL (Assertion Consumer URL)" field. Mark your value as a default and remove the old link.
Press Save to save your settings.

Home > Enterprise applications > VSPConWEB Basic SAML Configuration X
VSPConWEB | SAML-based Sign-on

Enterprise Application save | &

t feedback?
T Upload metadatafile 9 Change single sign-on mode Te

AP Got feedback?
e e Identifier (Entity ID) * ©

# overview n
more.

Sy The default identifer willbe the audience of the SAML response for IDP-initited SSO
Read the configuration guide @ for help integrating VSPConWES.
Default
Manage o
Basic SAML Configuration R sy et B SamiB/VSPCONWED 7 ® =
1 propertes 7 (e =z 5ami = o
. Identifer (Entity 1D) Required [ ]
ners
&' men; Reply URL (Assertion Consumer Service URL)  Required
&, Roles and administrators (Preview) Sign on URL
Relay State Reply URL (Assertion C Service URL)
2 Users and groups Logout Ur eply ssertion Consumer Service URL) *
The default reply URL will be the destination in the SAML respor r IDP-initiated SSO
D single sign-on
> Default
> provisoning © | ivutes . ciams e
£ Applcation proxy [httpSi ey —oooeoeeit__1/samizivSPConA ~] [o)
givenname usergivenname
© seffsenice sumame usersumame [ ]
emailaddress user.mail
e name user.userprincipalname
Unique User Identifier useruserprincipainame s
) L Sign on URL ©
Security
.4 [Enter a sign on URL
& Conditional Access © SAML Signing Certificate
& Permissions A Fill out required fields in Step 1 Relay State ¢
@ Token encryption status
Thumbprint [Entera ey sate
Activity Expiration
Notification Email =
D sign-inlogs App Federation Metadata Url httpsy/login.microsoftonline.com/73b59796-2395... 1 Logout Url ®

il Usage & insights

[Enterstogoutun

& Audit logs n Metadata XML

& provisioning logs

Access reviews o .. up VSPConWEB

14. Scroll to “Set up %application name%" widget. Copy the Azure AD identifier link.

Home > Enterprise applications > Browse Azure AD Gallery > V5PConWEB2 >

VSPConWEB2 | SAML-based Sign-on

Enterprise Application

& T Upload metadata file ) Change single sign-on mode Test this application &7 ot feedback?
Overview Logout Url Opti
Deployment Plan
Manage o Attributes & Claims £ it
Edi
ili Properties givenname usergivenname
sumame user.surname
& owners )
emailaddress user.mail
&, Roles and administrators name useruserprincipainame
(Preview) Unique User Identifier user.userprincipalname
& Users and groups
D Single sign-on 9 SAML Signing Certificate 7 edi
Edi
@ Provisioning Status Active
B! application proxy Thmbpring S T e e e
Expiration 12/8/2024, 2:19:44 PM
C  Sself-service Notification Email S e
App Federation Metadata Url hitps://login.microsoftonline.com; g 0D
Certificate {Base6d) Download
Certificate (Raw) Download
Security Federation Metadata XML Download
®& Conditional Access
ifa Permissions o Set up VSPConWEB2
Q' Token encryption You'll need to configure the application to link with Azure AD.
Login URL 3 jin.mi i P
Activity g ‘ https://login.microsoftonline.com/ .
‘ https// phises - O
D sign-inlogs = =
Logout URL [ nttpsy/login.microsoftoniine.comy . b
fiil Usage & insights View step-by-step instructions
& Audit logs
& Provisioning logs 5 | S D B—
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15. Go back to Veeam Service Provider Console and input the link you've copied on the previous
step to the "Entity ID" field. Now, all the required fields are filled in and you can proceed
with the identity provider wizard.

New Custom Provider x

Provider Info Provider Info
Specify the identity provider name and its settings.

Settings
Identity provider settings E
Security Configuration
Display name: azure2
Summary
Identity provider URL: https://login.microsofton | @
Entity ID: https://sts.windows.net/7 | @

Veeam Service Provider Console settings

Client ID: VSPCONWEB2 [}
SP Entity ID URL: & httpsi// 1:8447/Sa... [ Copy
Assertion Consumer URL: ¢ https:// :8447/Sa... (7] Copy

m Cance)

16. Press “Next." On the “Settings" step you can use the default configuration or specify your
custom settings.

New Custom Provider X

Provider Info Settings
Specify SAML advanced settings.

| Settings
[#] Use default configuration

Security Configuration
Service provider settings

Summary

Authentication parameters
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17. Press "Next." On the “Security Configuration” Step, you need to fill in the certificate.

Provider Info Security Configuration
Specify a security certificate to be used by the backup portal when connecting to the identity provider.

Settings
Security certificate:
Security Configuration 7 Generate a self-signed certificate
i @) Use the selected security certificate
Summary -

Browse.

o]

To get the certificate, go back to Azure AD, select your application and download the certificate
from the SAML Signing Certificate section.

18. Press "Next," review the summary and click “Finish” to exit the wizard. The new identity
provider will appear in “Pending" status.

8 Veeam Service Provider Console @ AMG SERVERWIministrator

Multi-Factor Authentication Security Certificates APl Keys Single Sign-On
+ Newv Edit Remove Configuration
status Identity Provider Name Mapping Rules Provider Type Protocol
© pending  awre 2 1 Custom SAML2
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First claims and test login

1. In Azure AD, open your application, open SAML-based Sign-on and press edit
on the "Attributes & Claims" widget.

Home > Enterprise applications > VSPConWEB >

VSPConWEB | SAML-based Sign-on

Enterprise Application

& T Upload metadata file ) Change single sign-on mode 7 Got feedback?
Overview T e R SR G e T e R e R T T
mare.
Deployment Plan
Read the configuration guide o for help integrating VSPConWEB.
Manage o
Basic SAML Configuration e
il properties Edit
Identifier (Entity 1D) Required
8 -
B [cwners Reply URL {Assertion Consumer Service URL)  Required
4. Roles and administrators (Preview) Sign on URL Opi
Relay State
& Users and groups Logout Url
D single sign-on
@ Provisioning 2] Attributes & Claims
¥ Application prox
i s givenname user givenname
C self-service surname usersumame
emailaddress user.mail
Custom security attributes name user.userprincipalname
Cels Unique User Identifier user.userprincipalname
Security
& Conditional Access e SAML Signing Certificate
o .
ifs Permissions A\ Fill out required fields in Step 1
@ Token encryption Status Active
Thumbpimei @00 20000 geEmeermenseeemaaescensRsnRnessmenon:
Activity Expiration 2/6/2026, :00:38 PM
Notification Email 1 com
D sign-inlogs App Federation Metadata Url https://login.microsoftonline.com/73b59796-2395...
sl Usage & insights Down
Certificate (Raw)
@ Auditlogs Federation Metadata XML
M Provisioning logs
 ———

Home > VSPCONWEB2 > SAML-based Sign-on >

Attributes & Claims

 Addnewclaim - Add a group claim Columns AP Got feedback?

Required claim

Claim name Value

Unique User identifier (Name ID) user.mail nameid-format:emailAddr... =**

Additional claims

Claim name Value

Company User.companyname

Department User.department
faims/name user.userprincipainame
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Veeam Service Provider Console: Easily Configure SSO with Azure Active Directory

2. The Required claim configured in Azure AD by default is the Unique User Identifier.
Edit this claim, specify the new format and the source attribute for it. Veeam Service
Provider Console requires an email for integration with identity providers, so it should
be the user email.

Home > Enterprise applications > VSPConWEB > SAML-based Sign-on > Attributes & Claims
Manage claim

save X Discard changes | A Got feedback?

Name

Namespace

A Choose name identifier format

Name identifier format * Email address

3. Go back to the "Attributes and Claims" tab for your application and add the new claim which
should contain the name of the user's company. Press “"Add new claim,” specify the name
of the claim, the namespace and the value. In our case, it's user.companyname.

NOTE: The namespace contains the link, but it can be shortened to some value or even left
empty. In our case, we left it empty.

4. Add additional claims that will be used to define the user role. In our case, we assumed all
users from the support department are administrators and all users from the operations
department should have read-only access. So, we added a claim which contains
the department name for each user.

Home > VSPConWEB2 > SAML-based Sign-on

Attributes & Claims

- Addnewclaim + Add a group claim columns | A7 Got feedback?

Required claim
Claim name Value

Unique User Identifier (Name ID) usermail [nameid-formatiemailaddr.. ***

Additienal claims

Claim name Value
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Veeam Service Provider Console: Easily Configure SSO with Azure Active Directory

5. If you do not have Veeam Service Provider Console users registered in Azure AD, add
the new user for the test login and fill in the necessary information: user email, user
company name and department. Usually, the first login is checked with the service
provider's user, so the company name should match the name specified for the provider
in Veeam Service Provider Console. In our case, we registered the user belonging
to the support department and with the company name “My Company" (which matches
the service provider name).

admin | Profile
us

Home
[ ]
s

admin

admin@ _ onmicrosoft.com

Activity

J )

D sign-inlogs

& Audtlogs

Troubleshooting + Support
Manage 828 collaboration

B Newsupport request

6. Save the user, then press edit for this user and fill in the user email. This value is mandatory
for integration with Veeam Service Provider Console.

@ admin | Profile
a

=========

Troubleshooting + Support ema

& New support request
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7. If the user is already created, check the email, company name and other claims you have
added are configured for them.

8. Go back to Enterprise Applications, open your application and go to the Users and Groups
tab. Press add user/group.

onWEB2

2 VSPConWEB2 | Users and groups

prise Applicatior

Columns | &7 Got feedback?

tono in properties to prevent this, =

Object Type Role assigned

9. Select the users to assign to your application.

NWEB2

Home > VSPConWEB2 Users and groups X
Add Assignment

(o
—

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Veeam Service Provider Console: Easily Configure SSO with Azure Active Directory

10. Go back to Veeam Service Provider Console and proceed to Configuration -> Roles and Users
tab. Select the "SSO rules” tab and press “New" to add the new mapping rule.

11. Specify the name and description for the rule and press next.

c3 Veeam Service Provider Console

(¢€) | New Authorization Rule

Rule Info Rule Info

Specify rule name and description.
Role
Name:

Administrator]
Companies

12. Specify the role which will be assigned to the user who will match this rule and press Next.
In our case, we added the rule for the portal administrator.

Q Veeam Service Provider Console

f New Authorization Rule

Rule Info Role
Specify a role to assign to the user.

Role: l Portal Administrator v

portal can perform all ctivt

reseller and company accounts creation, subscription plans and invoices management and can access
the data of all managed companies.

Click here to get detailed information on the permissions for each user role.

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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13. Specify the mapping rules. Make sure you have configured the correct claim name for

the company. In our case, it's “Company.” If you have specified the hamespace for the claims,

you must set the claims in the following format on this step: <namespace>/<claim name>.

/3 AMGSERVERUAdminisrator
A
) Parsal Admirsstrors

o3 veeam Service Provider Console (&)

€ Edit Authorization Rule

Canditions
ety Frowd p
SpECF Sl A O the (Y proys Tt i Lo YU Company rame <6y Comeany:
Company
Claim i3 an tir fase that b corfigured an the idenity Frovdes sie. For diéferent kdeniity providers, i nome can e
Condiors ity

For Dkiz Saterment:
________ For Kepriask, ADFS. Azure Claim
Corfigure sckdtons! g condtions for the selected wser roles
# i @ Vensmp

e Dapanment

Expressior | Contars b A Demte

In our case, the user having the following claims:
* Company = "My Company"

* Department = “Support”

will match the rule and that means you will be able to log in with the portal administrator role.

14. Press Next, review the configuration in summary and press finish to exit the wizard.

o veeam Service Provider Console

€ Mew Authorization Rule

Rule inf Summary
Rl
Rule nfe:
Conditions
,,,,, Amristrans
Sumemary wole
el P
companies:
companies Al

‘conditians:
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15. Now proceed to Configuration -> Security -> Single Sign-0n, select the provider we have
previously added and select Configuration -> Test Login action. With the test login, you will
check if the provider is configured correctly.

I —
@ s

Q Veeam Service Provider Console

16. If the test login was successful, the provider gets “"Configured"” status.

c8 Veeam Service Provider Console

((7' ion Multi-Factor Authentication Security Certificates APl Keys Single Sign-On

status Identity Provider Name Mapping Rules Provider Type Protocol

Now that the identity provider is configured, you can configure the mapping rules for other
roles. In our case, it was required to configure mapping rules for two departments: Support
(portal administrators) and Operations (read-only access). We have configured the mapping rule
for Support and now need to configure the rule for the Operations department.

© 2022 Veeam Software. Confidential information. All rights reserved. ALl trademarks are the property of their respective owners. 15
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Mapping rules configuration

1. Go to Azure AD and check if the user who will log in has all the claims filled in:

e Email

» Company

 Department (in our specific case)

In our case, we had a test user belonging to the operations department.

@ Chris | Profile

Troubleshooting + Support

& New support request

Chris

v View more

Job info

Mansger

Office phone

Authentication contact info

Use the Authentication methods page to manage authentication contact info for a user

| Undefined

2. Do not forget to assign this user to your application.

3. Switch to Veeam Service Provider Console and go to Configuration -> Users and Groups tab.
Open "SSO Rules" tab and press "New" to create a new mapping rule.

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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4. Specify the rule name and description and press “Next" to proceed.

c8 Veeam Service Provider Console

(€) | New Authorization Rule

Rule Info

Rule Info

Specify rule name and description.
Role

Name:

-only

compans

Description:
Conditions.
Summary

5. Specify the role to assign to the users matching this rule and press "Next" to proceed.
In our case, it is a Read-only User.

¢ Veeam Service Provider Console

@ AMG-SERVER\Administrator

(€)' New Authorization Rule

&

Rule Info

Role
Specify a role to assign to the user.
Role
Role: | Read-only User v
Companies
monitor data of in the specified scope and cannot perform any
management actions.
Conditions.
Click here to get detaled information on the permissions for each user role.
Summary

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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6. Specify the companies for this role (this step is applicable for Read-Only User role only) and
press "Next" to proceed.

c8 Veeam Service Provider Console

<) New Authorization Rule

Companies

Companies x
Select companies accessible for this user. Select companies accessible to this user.
Rol
() All companies, including newly added [ Q
Companies
(®) selected companies only (3) .
@) [v] Name 1 site Locations state Managed by
Conditions.
Selected: All 3 items
Summary {3 vbr2 1 Active My Company
@ br2 1 Active My Company
e vor2 . Active e

g
e N

7. Specify the claims for this rule and press “Next" to proceed. Do not forget to specify
the mandatory claim for Company Name.

c8 Veeam Service Provider Console

AMG-SERVER\Administrator
Pty
(€) | New Authorization Rule

:ame from the identity provider that will contain your company name <My Companys:

Compa
that the site. For different P . its name can be
Conditi
For Okta: Statement:
For Keycloak, ADFS, Azure: Claim
Summary

Configure additional mapping conditions for the selected user role:
+ Add @ ViewHelp

Claim: Department
Expression: | Equals v X Delete
val Operations

T

In our case, the user having the following claims:
e Company = "My Company"
* Department = “Operations"”

will match the rule and that means we can log in with the Read-only User role.
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8. Review summary and press "Finish” to exit the wizard.

8 Veeam Service Provider Console

@ AMG-SERVERAdmiinistrator
Poral Administrator

&) New Authorization Rule
Summary
Review rule detals and click Finish to exit the wizard,
Rule Info:
Name: Read-only
Role:
sty Role: Read-only User
Companies:
Companies: 3
Conditions:

Name: Company.
Parameters: 1

e

Now we have two rules configured for the following roles: Portal Administrator and Read-
only user.

Q Veeam Service Provider Console

AMG-SERVERAdministrator
Portal Administrator

(€) extcontguration My Company Managed Companies

Windows Users | 550 Rules )
ed )

Q| roler [al] & % 4

#New S Remove | Access accounts
Rule Status Rule Name Role Mapping Conditions Managed Companies  Identity Provider Identity Provider Status  Description
1) Enabled Administrator Portal Administrator 1 Al azure2 Enabled

@ ko °
® Enabled Read-only Read-only User 1 3 > Enabled

The users belonging to the Support department will now be authorized as Portal Administrators
and the users from Operations department will be authorized as Read-only Users.
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Conclusion

Veeam Service Provider Console is a powerful,
single user interface that offers customer
onboarding, licensing, billing and white-
labeling capabilities; as well as the flexibility
to centrally manage all of your Veeam-
powered workloads.

For more information on the technical
capabilities of Veeam Service Provider

Console, please visit the Veeam Help Center.

Go to Veeam.com to download the latest
version of Veeam Service Provider Console.

About Veeam Software

Veeam® is the leader in backup, recovery and data
management solutions that deliver Modern Data
Protection. We provide a single platform for cloud,
virtual, SaaS, Kubernetes and physical environments.
Our customers are confident their apps and data are
protected and always available with the most simple,

flexible, reliable and powerful platform in the industry.

Veeam protects over 400,000 customers worldwide,
including more than 82% of the Fortune 500 and over
60% of the Global 2,000. Veeam’s global ecosystem
includes 35,000+ technology partners, resellers

and service providers, and alliance partners and has
offices in more than 30 countries. To learn more,

visit www.veeam.com or follow Veeam on LinkedIn
@veeamsoftware and Twitter @veeam.
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